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AreHTbl Ang 3awmTbl OoT atak 0-aHs U gpyrux yrpos
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Windows (+Server), Mac OS X, VDI, TS, Linux*
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iOS, Android

\( )

Harmony
Mobile
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ABTOHOMHas paboTa 1 oT4YeTbl AN UHUNOEHTOB

© 0 3 o & 3 < Check Point

SandBlast” Forensics

OVERVIEW GENERAL ENTRY POINT REMEDIATION BUSINESS IMPACT SUSPICIOUS ACTIVITY INCIDENT DETAILS SOFTWARE TEGHNOLOGIES LTD.
| 27 r -
¢ A |
CLEANED Maze HIGH Endpoint Anti-Ransomware c:\windows\system32\wbem\wmic.exe  ransomware.win.shdwdel Administrator
status : malware family severity triggered by trigger : protection name remote user
Hin ATTACK STATS What sort of connections and processes were involved? ‘ BUSINESS IMPACT What was the potential damage done?

Anti Ransomware

_ Data
— 8 Ransom

ﬂ REMEDIATION Were all incident created elements removed?

trojan

100%
1059/1059
were restored

Files restored to: Original file location

% terminated processes : quarantined/deleted files Ce restored files

y in explorer

CLOSE

[ Check Point
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Hoeoe: Application Control ¢ Wildcard

0 opera.exe Properties

Security
General

Signature list

Mame of signer:

‘Opera Norway AS

Details
Compatibility

Digest ... Timestamp

sha256 Wednesday, February 8, 2023 . |

v BNOKMpOBKa BCeEX BEPCUN OQHOIO
NpPUNoXeHna (HanpumMmep ysa3BUMbIN
bpaysep)

v BroknpoBka Bcex NPUNoXeHUn ot
oQHOro nagarens

Previous Versions
Digital Signatures
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< Back  Default settings for the entire organization

APP RULES CUSTOM RULES

# New 2 Change Action ~ /s ] 0O Search Y
Rule Name Application Name  Publisher Version File Name Command Line Issued By Hash
v Block Opera brows opera* Opera* opera.exe Opera* © Termina
® Terminate
& Block
@ Allow
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HoBoe: Posture Management

VULNERABILITIES BY SEVERITY TOP 5 RISKY APPS

54 Teams
®doKyc Ha ® Critical 67 (50%) 32 Outlook
Haubonee 134 @ High 40 (30%) 19 Spotify
onacHble Viedi S — ]
Vulnerabilities edium
yﬂ3BMMOCT” 16 Chrome
® Low 10 (7%) I
7 Adobe XD
MpocmoTp BCcex I—
~
yA3BUMOCTEN
BHYTPU View = Vulnerabilities - &* Export (O Refresh  Actions~ 0 h
OpraHn3auuu
. Scan now
CVE Number App Mame App Version Last Scanned
CVE details
[75] CVE-2000-0531 Teams 128 L 9/19/22,14:50:50 PM  9/10422, 10:05:50 PM
Patch details

[75] CVE-2000-0489 Chrome RB1.221 H 9/19/22, 145050 PM  9/10/22, 10:05:50 PM

5.8 CVE-2000 0481 Outlook RBITET [ RE1767 9/19/22, 14:50:50 PM  9/10/22, 10:05:50 PM

Co PTUPOBKAa CVE-2000-0369 Spotify RE1BRD [ RE1BRY 9/19/22, 14:50:50 PM 9/10/22, 10:05:50 PM

no

CVSS CVE-2000-0333 Adoby XD 55.0.12.9 -] 550129 9/19/22,14:50:50 PM  9/10/22, 10:05:50 PM

[ 95 ] CVE-2003-1563 Adobe Acrobat DC RB1466 -] RB1.466 9/19/22, 145050 PM  9/10/22, 10:05:50 PM

50 CVE-2003-1558 Notepad RE1.699 [} R81699 9/19/22, 1450:50 PM  9/10/22, 10:05:50 PM

43 CVE-2003-1544 OneNote 101 ] 1.0.1 9/19/22, 145050 PM  9/10/22, 10:05:50 PM

6.4 CVE-2003-1527 Approvals 1.0.1 ) 1.01 9/19/22, 1450:50 PM  9/10/22, 10:05:50 PM

50 CVE-2003-1518 Calculator RB1465 =2 RB1465 9/19/22, 145050 PM  9/10/22, 10:05:50 PM

21 CVE-2003-1515 Microsoft Edge RE1.255 o R81.255 9/19/22, 145050 PM 9/10/22, 10:05:50 PM

(35 ] CVE-2003-1514 Firefox RB1509 [ RB1509 9/19/22, 145050 PM  9/10/22, 10:05:50 PM

[35] CVE-2003-1512 Office 365 173 o 173 9/19/22, 145050 PM  9/10/22, 10:05:50 PM

64 CVE-2003-1510 Monday.com 202 ] 202 9/19/22, 14:50:50 PM  9/10/22, 10:05:50 PM
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®oKyc Ha Hanbonee
yfi3BMMble XOCTbl B
KOoMnaHuu

TOP 5 VULNERABLE MACHINES

63 DOUGKGVEE]-PC

52 AZWASTOTX-PC

32 ZXRINHVIVQ-PC

|
12 Ein-21H1-10
]
5 GHOUZSHIEN-PC
]
e 134 ltems
Total Patches Comment
25 25
13 13
58 58 ‘
23 23
36 36
23 25
13 13
59 59
23 23
13 13
13 13
59 59
23 23
36 36
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HoBoe: ontnummnsaunsa pabotbl anga cepsepHbix OC

CAPABILITIES & EXCLUSIONS b
HEP Beb-koHCOsb npeaocTaBndaeT npodounm S
cepBepoB ¢ aBToMartudecknmm Threat S T

Preventlon MCKJ—II‘OquMHMM' l EndPoint for Server Optimization @ OM it
TIO0SE LNE TEIEValil ro1es L0 OpLITIa e ENOPOINL 107 your servers

* Microsoft Exchange Server
* Microsoft SQL Server

x
- SharePoint Server i
2 Search
® |\/|ICI’OSOf'[ ”S Domain Controller
* Active Directory Server Ehedinlgh i
« Terminal Server... ereRanE 2007
SharePoint 2010
SharePoint 2013
SharePoint 2016
3annaHnpoBaHo gobasntb B On-Prem Q2-2023. SRE
Cenyac MoxHo 0obasnsaTb n3 SK. e 1
Zero Phishing 0 off ot

[ J
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Management

Threat
Intelligence

Access Control

Threat
Prevention

Attack
Investigation

Web Protection

Threat Hunting

Sandboxing

Data Protection

On-Premise Management Console
Cloud Management Console -
Threat Cloud

I0C Management

Firewall -
Application Control +
Endpoint Compliance s
Remote Access VPN -

Anti-Ransomware
Anti-Bot
Anti-Exploit
Anti-Malware
Behavioral Guard
Port Protection +
Forensic collection & Automated reports
MITRE Mapping
Zero Phishing
URL Filtering
Corporate password reuse
Safe Search
Threat Hunting
Threat Emulation
Threat Extraction & Sanitization
Full Disk Encryption -

Removable Media Encryption B
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HoBbIn BUA NMULEH3UN:
CP-HAR-EP-PREVENT

YXe OOCTyneH B
kaTanore!
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armony Endpoint MSSP B Infinity Portal (EA)

HARMONY ENDPOINT

5’3 MSSP Username v

@ CHECK POINT

MSSP View My Account
.-
ull
OVERVIEW <
General Overview
[ | Service Management
. Operational
Contracts
Security @
E Getting started
[ J
& cHeck POINT

ACCOUNTS INFO

g 5 6 Accounts

MSSP Child Accounts

1 55

SERVICE STATUS

I Running
Paused
56
In total .
I initializing
I Not Deployed
TIMELINE
Active Endpoints by account -

Active Endpoints by account
Operational issues

Security issues %
Contracts

Alerts

Accounts total

| Paypal 500

| airbnb 360

'f.‘ 50 Deployment

"
o .
6 Evaluation

View accounts >

430 (82%)

2 (5%)

2 (5%)

6(10%)
1250
1000
750
500
250
o

04/21  05/21  06/21

36k 7

Active Endpoints

CONTRACTS BY ACCOUNTS

©.15

Exceeded limit

G A

07/21 08/21 09/21

10/21

2

ISSUES BY ACCOUNTS

e, 2

Accounts

Not running blades

15

View 1

The" last updated"” text will be shown

e INFINITY PORTAL

&* Export PDF C Refresh ‘.':-9

in a tool-tip on hover over refresh

View accounts >

£ 45

Accounts

Deployment failed

©15

Expiring soon Expired
2 [.33% Y
1221 0122 0222 0322 0422 05722

06/22

07/22

Last updated a few seconds ago

View accounts >

¥, 23

Accounts

Anti Malware not updated

ALERTS View all >
® High 8 VS
Medium 23 bl
Low 13 o~
B 01/09/20 - 02/09/20 1 day
08/22  09/22 10/22 11722 1222

©2023 Check Point Software Technologies Ltd.



Best Security

Server Security

Static analysis:
ML-model for MS Office documents

Anti-Ransomware 2.0

HTTPS inspection (private EA)

E2 AM engine offline updater
Web Protection:

Threat Prevention for uploaded files
Zero Phishing — local HTML-files inspection

EDR & XDR

Best Security

Server Security

Static analysis:

ML-model for PDF
Anti-Ransomware 2.0:
Intel TDT — GPU integration

New remediation actions:
Collect dump of process

Endpoint DLP:

Upload & download protection (Detect & Prevent)
Copy-paste restriction

Block Print

Block Screenshot

EDR & XDR

EDR & XDR

Server Security

Static analysis:

MacOS support

HTTPS inspection (Ga)

E2 AM engine feature parity
Web Protection:

One-time link protection
Block Incognito
HTML Smuggling

Best Security

Server Security

Static analysis:
ML-model for HTML

Developer & CI/CD protection
TCP/UDP protection
Web Protection

EDR & XDR

Advanced I0C Management Incident B - APIs: TBD
APIs: Research Intelligence SDK

. 5 o Vulnerability management
External APIs for on-prem T|Cket|ng Management Audit logs ! ¢

MSSP related APIs

Interactive remote shell

Posture Posture Posture Posture
Management Management Management Management
- Vulnerability Management (ca) Patch Management (ca) - Zero-Trust Posture Management - Zero-Trust Posture Management
- Patch Management (ea) - Application Control (EA) (GA)
- Performance Diagnostics - Threat Hunting

a2130u 1noym uospaJ Aup Jof Juiod X423y Aq pabupbyd aq Abw pup abubyd o3 123lgns



MobunbHble yCTpOUCTBa TPEOYIOT 3aLLUTHI

SandBlast Mobile

My Device

USB debugging

blaknown sources

Device T

App version complift

aonlian

Screen lock protect)

Security patch compliant

Harmony
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01 npunoxenus
02 cm “ M0b|

()3 onepaunoHHAS CUCTEMA

01 02

BEHAVIORAL Anti-phishing, safe browsing Device risk assessment:
RISK ENGINE File reputation, sandboxing, CDOR | OS vulnerabilities
Real-time analysis Conditional access Device-level exploits
Malicious side-loading Anti-bot Risky configurations
prevention . URL filtering Advanced rooting
App vetting service Protected DNS Jailbreak detection

Wi-Fi security (MITM)

©2023 Check Point Software Technologies Ltd. 11



[lpoBepka pannoB BHYTPU NPUNOXKEHUN

\(

Harmony
Mobile
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THREATCLOUD

[MTonb3oBaTenb xo4yert
3arpysuTtb pamnn

dann HaunmHaert
3arpy*KaTbCA

dann oTnpaBnaeTca Ha
3MYNALMIO

JleTann otyeta 4OCTYMHbI
NO/1Ib30BaTe/tO0
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LLInto3 ana nonb3oBaTenien BHe nNepumMmeTpa

MIOWAAOKA 3AKA3YUKA SAAS UHTEPHET

Q
?/ N,

0
C\
X

CORPORATE
NETWORK

DATA
CENTER

INTERNET

». Harmony

V- Cmect. 7" Be3onacHoe NnogKMo4eHne Ko Bcem

5=

—J

MANAGED
DEVICES

[
g CHECK POINT ©2023 Check Point Software Technologies Ltd. 13



Harmony Connect’s Global PoPs Wiy, @ omerron

sk177806

Australia-East
Bahrain
Brazil
Canada-Central
France
Germany

Hong Kong
India-Central
Ireland

Italy
Japan-East
Japan-West
Singapore
South Africa
South Korea-North
Sweden
UK-East

US North-West
US North-West
US South-East
US South-West

Q

Australia-Central
Australia-South
Canada-North East
China-North
China-North West
India-North
India-South
Indonesia
Netherlands
Norway

South Korea-South
Switzerland

UAE

UK-West Austria
US-Central Israel

US-South Spain OExisting ONewly Launched "+ Coming Soon



=S HPingidentity
Oktﬂ. Gnelagin GCI gle
SAML/ 3CIM - Workspace

m Microsoft 0

KoHHexTop

- Harmony
- Connect =717

Harmony Connect: Mnowaaka / LIOA
Remote Access

CP-RDP-web

‘ [Tybnukauuns pecypcos

[ J
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-
Ep CHECK POINT

Harmony Connect:
|nternet ACCGSS Secure Web Gateway u ewje bonbulue!

Threat Prevention Access Control Data Protection

= Zero-day sandboxing « Cloud Firewall
+ Intrusion Prevention System (IPS) » URL Filtering
= Phishing prevention

= Mahvare and C2 bot prevention
+ Inspects all ports & protocols (1)

* Cloud DLP

il = Granular policy
= Application Control » Predefined data types

‘ LLInto3 kak cepBuc

[ J
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HoBoe: Security Posture Validation

Trust Profile x

Standard Managed Device
: :

Comment

Device identity
Device posture
Location

Behavior

"

i

WINDOWS MAC LINUX MOBILE

@ now windows 0s

Windows is up-to-date

Windows OS5 minimum version | 10 -

Antivirus is active and up-to-date
Full disk encryption |s active

Compliant according to Check Point Harmony Endpoint

Installed Windows patches Configure
Check file(s) &aquireﬂ files (2)
Check registry items Required registry (3)
Check Running processes Required processes (4)

Banned files (0)
Banned registry (1)

Banned processes (2)

CAMCEL SAVE

([ ]
@& cHeck POINT

da3za 1

[1lpoBepka ycTpoucTea Ha
compliance-npasuna,
Banuaauus.

daza 2

Zero Trust nonuTtuka, npodounnu
OOBEPUA BHYTPU npasun.

*SUbJeCt tO Change ©2023 Check Point Software Technologies Ltd.
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Horizon XDR/MDR

CHECK POINT]
|

"
B Llast7Days v | Priority: ( Critical v/ High Medium Low
!o Gateway Eo Endpoint RO Emai
Events vents Events W Last Monthv Priority ¥ +
1L 512 Endpoints 212 E-mails € critical Mar 4 2023 17:46 2 Insights 1 Assets 2 Indicators And Artifacts
~ (ID 834) Possible threat classified as "Exploit" First Mar4,2023 1612  @Q17232.177.233 Q 18311120430 @ 183.111.204.170
reaching stage "Command and Control"
. . Last Mar4,2023 1615
XDR/XPR Prevention Status o Unassigned | # Ne
G2
'ﬁ} 523 L ] 64 ‘::‘ 0 Ju 0 High Mar 4, 2023 | 14:56 12 Insights 4 Assets 6 Indicators And Artifacts
Automatic Manua Frogress
(ID 824) Abnormal behavior of type First Mard4, 2023 | 13:25 [ DESKTOP7-KA.. (B SRV-CONF-34 F 20104 Q 2010413645
"XDR.Behavioral.Lateral_Movement.Remote_Co... R
- last Mar4, 2023 1458 L kayn 1 Administrator @ 20104136229 3 more
o Unassigned | % Ne
Prevention by sources | Prevent Detect Low Feb 13 Insights 1 Assets 0 Indicators And Artifacts
(ID 160) Possible threat classified as First Feb 15,2023 | 11115 @ 192.168.1.10
"XDR.Behavioral.C&C" reaching stage "Discovery”
. Last Feb 16,2023 | 00:25
® Aaron Bonwager | € In progress
(o Elralli=alinE B
Low 15:00 1 Insights 1 Assets 0 Indicators And Artifacts
Gateway Email Endpoint (ID 159) Abnormal behavior from application(s) First Fab 15,2023 | 14556 € 192.168.30.10
"VNC", used for "Remote Administration”, is...
N ) Last Feb 15,2023 | 1456
- AdiGal | # Ne

[ J
6 CHECK POINT ©2023 Check Point Software Technologies Ltd. 18



[na pa3paboTynkoB 1 0b6nakos

CeTteBan 6e3onacHOCTb
YACTHbIX & Ny6/nYHbIX 061aKoB

3awmTa Koga KoHTponb coctoaHuA

ny6anyHbIx 06n1aKoB

3awuTa Kubernetes,

3awuta web-npunoxkeHum KOHTElHEpoB

n nx API (WAF)

[ J
6 CHECK POINT ©2023 Check Point Software Technologies Ltd.
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CloudGuard

be30nacHoOCTb
BeO-npunoXxeHus
Appsec

([ ]
@& cHeck POINT

®

Altacker

Legitmata T raffic
'EI-/

Bad Bot

G

3awwuTa API Beisenexve [pepoTepaweHme
boToe BTOPXEHWIA

Wucnektupyer XML, REST bnokupyert boToB Ha IPS ypOBHA NPUNOKEHNIA

n JSON 3anpockl, bnokmpert OCHOBE NoBeNeHYeCcKoro

HENETUTUMHLIE 3anNpochl aHanu3a KNUeHTCKMX
NOOKNKYEHWA

AMynauma BXogaLWmMX
dannos

©2023 Check Point Software Technologies Ltd. 20




WAF mMmoryT ObITb pasHbIMin

Legacy WAF AppSec

20 net TexHonormm
3alUTbI

ML, Al, Emulation +
ThreatCloud

\"\\\ \
N, \\\\ //
E -

CKOpOCTb pa3BUTUSA BeG-CEPBUCOB,

CuUrHaTypHbIn
aHanus

OvHamnyeckmn aHanms

BbicOKMM HusKknit yposeHb FP/FN

yposeHb FP

MoBbiWweHHble MonHocTblO
TpeboBaHuA K aBTOMATU3NPOBAHHbIN
aAMUHUCTPATOPY npouecc 3awuTbl

[
g CHECK POINT ©2023 Check Point Software Technologies Ltd.
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CloudGuard

]

@ 21 iswes found (across al branches)

be30onacHOCTb
Koaa -
Spectral

v Visible Terraform Azure Database password
fterraform/azure/maintf (code)

WMHTerpupyeTca NOKanbHO, B MyOAMYHbLIA
penosutopuid unu CI/CD

v MemCached configured to run as root

[ srciinirajmemeache/memeached.conf  [codeinfra

MOCTOAHHO CKaHMPYET Balll KOf, — aHaAM3nUpyeT
L v Visible Private Key
YTeuKu, olMBKK B KOHGUIYpaLMK, yA3BUMOCTH - Gl (il

ONTUMMU3UPYET NpoLecc pa3paboTM U COaePIHUT
HW3KMIA yposeHb FP

AHanu3 cobbimuii ¢ noapobHoi nHpopmaupneid ana
pazpaboTumka B GUI.

[ J
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NTOIo

telegram
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[TunoT ntoboro npoaykra
[TloMmoLLb B NpoOeKTe
[lemo-cteHn ang Bac!
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CNACUBO!

nikitat@checkpoint.com
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